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How to remain Cyber-safe

Here, we shall discuss eight technology-driven situations in Cyber-space and how to remain
cyber-safe, Every citizen, while working with internet using computing or cell phone - should
know the basics of these situations and take appropriate precautions - while working on-line.
Please remember proper “awareness” and "alertness” can save you from getting into trouble in
this e-world.
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flowercase, uppercase, numbers and special characters etc.

y. They can be cracked easily.

I be remembered. This avoids the need to write passwords

® A password must be airmcult to guess.
®Change the password once in two weeks or when you suspect someone knows the password.

® Do not use a password that was used earlier.

®Be careful while entering a password when someone is sitting beside you.

®Donotuse the name of things located around you as passwords for your account.

®Be aware of Shoulder Surfers at public places or schools while entering your passwords. Cover the
keyboard with paper or hand or something else from viewed by unauthorized users.

®You should not write the passwords on the paper or on any disk drive to store it, brain is the best
place tostore them.

®You should not use a password that represents their personal information like nicknames, phone
numbers, date of birth etc.
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Guidelines for using e-mail safely

®Since the e-mail messages are transferred in clear text, it is advisable to use some encryption
software like PGP (pretty good privacy) to encrypt e-mail messages before sending, so that it can
be decrypted only by the specified recipient only.

®Use e-mail filtering software to avoid Spam or so unwanted mails that only messages from
authorized users are received. Most e-mail providers offer filtering services.

®Do not open attachments coming from strangers, since they may contain a virus along with the
received message.
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3. ONLINE SCAMS

Online scam is an attempt to trap you for stealing money. There are many types of online scams,
this includes stealing money with fake names, fake photos, fake e-mails, forged documents, fake
job offers and many more. Generally,ithappens by sending fake e-mails for your personal details
like online banking details, credit card details. Sometimes e-mails are sent from lottery
companies with fake notice, whenever you participate in online auction and e-mails received for
fake gifts.

Phishing scam: Online scammers send you an e-mail and ask your account information or
credit card details along with a link to provide your information. Generally, the links sent will be
received
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E-mail Scam: Sometimes you get an e-mail with a message like — you have won something special
like digital camera, webcam - all you need to do is just visit our web site by clicking the link given below
and provide in your debit or credit card details to cover shipping and managing costs. However, the
item never arrives but after some days the charges will be shown on your bank account, and you will
lose money.

By e-mails: Generally, fraudsters send you an e-mail with tempting offers of easy access to a large
sum of money and ask you to send scanned copies of personal documents like your address proof,
passport details and ask you to deposit an advance fee for a bank account. So once you deposit the
funds, they take money and stop further communication, leaving you with nothing in return.

Tips to Prevent Online Scams
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Spam: Spam is usually unwanted e-mail advertising about a product sent to list of e-mails or group of
e-mail addresses. Spammers send the unwanted mails or messages to the billions of users
networking sites which are free; and are easily accessable to gather the personal informati
unsuspecting users.

Scams: Online scammers generally send an e-mail or message with alink to the user which a
profile information and tells the user that it would add new followers. These links sent to
would be similar to applications, games etc. So whenever the user post his details in the link
details will be received by scammers and information would be misused.

Phishing: Phishing attack is creation of fake site just similar to original site. These days ev
networking phishing has come in different flavours just like phishing attacks on banks anc
trading websites. Social networking phishing has come up with fake mails and messages like
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5. ATM THREATS

The Automated Teller Machine (ATM) was first commercially introduced in the 1960s. By 2005, there
were over 1.5 million ATMs installed worldwide. The ATM has enhanced the convenience of customers
by enabling them to access their cash wherever required from the nearest ATM. Financial institutions
have implemented many strategies to upgrade the security at their ATMs and to reduce scope for
fraud. These include choosing a safe location for installing the ATM, installation of surveillance video
cameras, remote monitoring, anti-card skimming solutions, and increasing consumer awareness.

RISKS

@®The fraudster inserts a folded piece of plastic film into the ATM card slot so that it will hold the card
and will notallowitto be expelled by the machine.
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6. ONLINE BANKING

Online Banking can also be referred as Internet Banking. It is the practice of making bank transactions
or paying bills through the internet. We can do all financial transactions by sitting at home or office.
Online banking can be used for making deposits, withdrawals or we can even use it for paying bills
online. The benefit of it is the convenience for customers to do banking transactions. The customers
need not wait for bank statements, which arrive by e-mail to check their account balance. They can
check their balance each and every day by just logging into their account. They can catch the
discrepanciesin theaccountand canactonitimmediately.

RISKS

Link Manipulation: Most methods of phishing use some form of technical deception de -
make a link in an e-mail (and the spoofed website it leads to) appear to belong to the
organization. Misspelled URLs or the use of sub domains are common tricks used by phishers.

Filler Evasion: Phishers have used images instead of text to make it harder for anti-phishi
to detect text commonly used in phishing e-mails.

Phishing Attacks: An e-mail message from a large online retailer or Internet Bank
announces that your account has been compromised and need to be updated and gives tt
update the same. Soyou followalinkinthe message, if you click on the linkitleads to the webs
as similar as original website, it is spoofed login page. If you give the account details thz
redirected to the attacker and it might be misused.



v, SeTies qifER (Online Banking)

e 2o AECF ZORCAG DIFS I | G T S| TS A1 SR 9077 Bi<e &t~ colat, 6T (oAarooz
FIAPCNS NP (FAACA IS FACS #H1fef | G T AWNCHS PG S H 2R | FITE T BIP SNl
ACACR O S Gely G2 GTF COOCACHR Sel) SICoHF A0S 27 =11 | 2 (961 O SHIPICTD AT F(A2 O
TS A | Sfowe O Ot SHIFICTD (I SPEed (A0 ATAGIE 9% (TS At |

3t (Risk)

foies WifAs[e™iw (Link Manipulation) s =3fes €3 (s <29 w0 dofels 7 Aol 23|
ol SN 2-(CER AT A olE e (R AR e WA SPheelid (iR o e
SIEEIPIACR TG HLF AT AR AlfFS 20 AT |

5519 T (Filter Evasion) 2 Sisif aite Sisiaiz siwetzs Fjif%: Sesa siieeia oo
FACS I AT (TS LASFA T M0 B< IRNF FCF N1 Giio 240 |

i sI7iBI (Phishing attacks) ¢ & SibItes ST ST SR 319 (7
CoATST ST 1% FEE TS T SNI9{Teh 1 Gy 15 Qe (el 231 (TITa Siiifel fs saceig o
FCET 2TL A |

WS SG6F (Malware attacks) & Siesei i1 SCaaTs@ SiGHINCHa 705 S
SIRAPT A Sl SIS Giivt Fa0e 2 |

30



Clampi Virus Targets Users at Banks and Credit Card Sites: Keeping up with the latest
Web security threats is a daunting task, because viruses and Trojans emerge, evolve, and spread at an
alarming rate. While some infections like Nine Ball, Conficker, and Gumblar have hit the scene and
immediately become the scourge of the cyber security world, others take their time — quietly
infiltrating more and more computers before revealing the true depth of the danger they pose. One
such slow grower is Clampi, a Trojan that made its debut as early as 2007 (depending on who you ask)
but is only now raising hairs outside professional security circles. Clampi primarily spreads via
malicious sites designed to dispense malware, but it's also been spotted on legitimate sites that have
been hacked to host malicious links and ads. Using these methods, Ciampi has infected as many as halfa
million computers, Joe Stewart, of Secure Works, told a crowd at the Black Hat Security Conference in
July, USA Today reports. Once installed on a PC, the Trojan quietly waits for you to visit a credit card or
banking Web site. When it detects you're on one of the roughly 4,600 financial Web sites it's trained to
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7. Online Shopping

Online shopping has become very popular to purchase all things without leaving your home, and itis a
convenient way to buy things like electronic appliances, furniture, cosmetics, and many more. We can
avoid the traffic and the crowd. We can buy at any time instead of waiting for the store to open. Apart
from all these advantages risks are also there. It is very much important to take some safety measures

before you go for online shopping.

Tips for safe online shopping

® Before you go for online shopping make sure that your PC is secured with all core protections like
ecurity.
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8. MOBILE SECURITY

Providing mobile PC or mobiles to access internet for official purpose and for remote access to all
business applications may put a personal or organization's vital information at risk. For professionals
or individual users, using mobile or mobile PC, there are plenty of benefits such as work from
anywhere, etc...The mobile devices have their own characteristics but also with security concerns such
as sensitive information access with mobiles.

There are various threats, which can affect the mobile users in several ways. For example, sending
multimedia messages and text messages to the toll free numbers, unknowingly clicking for a message
received through the mobile phone. Now-a-days many malicious programs have come which will try to
getaccessover mobile phones and laptops and steal the personal information inside it.
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Malicious softwares like Worms, Spywares and Trojans: Worms may disturb the phone
network by spreading from one mobile to other mobile through Bluetooth transfer, Infrared transfer or
through MMS attachments. Spyware that has entered into the mobile phone through Bluetooth may
transfer the personal information to the outside network. The Trojan which gotinstalled along with the
game application in the mobile may send SMS messages to expansible members and may increase the
phone bill.

Guidelines for securing mobile devices

@®Be careful while downloading applications through Bluetooth or as MMS attachments. They may

contain some harmful software, which will affect the mobile phone.
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